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ABOUT ME
S

PykoBogutenb LleHTpa komneteHumn Java B Anbda-baHke

Bbin pa3paboTYMKkoM U CUCTEMHBIM aaMUHUCTPATOPOM

O4yeHb MHOro 3aHMMaKCb HAaMMOM

CunTato, XxopoLwunm pas3paboTunk OoSmKEH OTBEYATb HE TOMbKO 3a KOA
(devops n Bce Takoe :)



DISCLAIMER
]

[loknapn coBcem He npo dev

A He npo popmyrnbl, aesaTtkn, SLA n T.4.

Eyﬂ,eT MHOIO KarnnmtaHCTBa NMpo CceTtn U npoTOKOI1bl

Language is cMmellaHHbI

He Bce TepMuHbI B3sTbl N3 RFC

Hapgo 3HaTb npo IP-agpeca, macku u ceTtu



happy dev/ops

THE PROBLEM @




O YEM Mbl HE BYAEM NrOBOPUTb
]



SERVER BALANCING

___________________________________________________________

LB 2

| LB 1
HTTP request > :> Server 2

Server 3

Datacenter



SERVICE DISCOVERY

HTTP request > ' | Front 1

Server 2

Back - instance 2

Front 2 Back - instance 3




A BYOEM INMPO
|



INTERNET ROUTING & BALANCING

THE REAL
INTERNET

@ curl google.com >



INTERNET ROUTING & BALANCING
]

e Round robin DNS

e Geo DNS

e BGP Anycast routing
e Multihome BGP

e Bcsakoe pasHoe



OINMABJIEHUE
S

1. DNS WTF



3ayem HyxeH DNS
-]

drive.google.com PE30MBUHT > 173.194.220.194

* symbol name « |P-address

« server name

* host name 2a00:1450:4010:¢c09::c2

* domain name
 fully qualified domain name

drive.google.com? > DNS server
DNS resolver
173.194.220.194

 |Pv6-address




DNS is a tree

DNS Hierarchy

ROOT

- Root Level

¢ COM ¢ Org /0 edu e net «€— Top Level Domains (TLDs)

emci  eatt ¢ berkeley w—— Second Level Domains

. oS e Sub-Domain of parent
/ ‘herkeley edu’
¢ 20 - Host 'eos’

https://www.inetdaemon.com/tutorials/internet/dns/operation/hierarchy.shtml



https://www.inetdaemon.com/tutorials/internet/dns/operation/hierarchy.shtml

DNS entities

1. domain
2. zone

3. host

Bonpoc: google.com - 3710 4T0?

OTBeT: BCe cpasy



DNS entities

1. google.com domain = google.com + drive.google.com + ...
2. google.com zone = google.com only

3. google.com host = zone record (type A), just IP-address

Bonpoc: www.google.com - 3T0 4T0?

OTBET: NPOCTO XOCT



DNS zone & records
e

 DNS-30Ha, 00bI4HO, XpaHUTCS B doanne u CoCToUT 13 3anncemn
« @aun 30HbI google.com - /etc/named/master/google.com

« 3anucb drive.google.com cocTouT na:

drive CNAME 300 wide-docs.l.google.com.

wide-docs A 300 185.143.173.149



DNS record types

Types:
A -IP-address (host)
CNAME - Alias

NS - Authoritative name server

MX - Mail receiver

TXT - text comment

https://en.wikipedia.org/wiki/List of DNS record types



https://en.wikipedia.org/wiki/List_of_DNS_record_types

DNS resolving and server types

Local DNS client

@ dig A drive.google.com

DNS forwarder
- home router

- wireless modem

DNS recursive resolver

- provider’'s DNS
- Google DNS (8.8.8.8)

- Cloudflare DNS (1.1.1.1)

OTO ToYKa

* TLD - top level domain

.-15.21.32.41
com. - 154.32.41.51

google.com. - 31.42.53.66
drive.google.com. - 185.143.173.149

https://www.cloudflare.com/learning/dns/dns-server-types/

Root server
- . (root zone)

TLD* server
- .com,.ru, .pd, ...

Authoritative server
- google.com, ya.ru ...



https://www.cloudflare.com/learning/dns/dns-server-types/

DNS root servers
e

* 13 root nameservers total (A-Root ... M-Root)

As of 2019-07-14, the root server system consists of 997 instances
operated by the 12 independent root server operators

Thanks to BGP Anycast :)

A TYTAYRU

No roots - no Internet

N B Poccum ecTb HHOAQHCHI ‘

https://root-servers.org/
https://en.wikipedia.org/wiki/Root_name_server

KapTtuHka c http://casinoyay.com/kak-uskolznut-ot-vsevidyashhego-oka-roskomnadzora/


https://root-servers.org/
https://root-servers.org/
https://en.wikipedia.org/wiki/Root_name_server
http://casinoyay.com/kak-uskolznut-ot-vsevidyashhego-oka-roskomnadzora/

DNS root servers
e

Ha 22.05.2018 B Poccumn pasmelueHo 11 pennumk KopHEBbIX
cepBepoB DNS, B ToMm uncne:

f.root (Mockea — 2 WT.);

I.root (CaHnkTt-lleTtepbypr);

j.root (MockBa, CaHkT-I'leTepbypr);

k.root (MockBa, CaHkT-lleTepbypr, HoBocnbunpck);
|.root (MockBa, PocTtoB-Ha-[oHy, EkatepnHOypr).

https://ru.wikipedia.ora/wiki/KopHeBble cepsepbl DNS



https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D1%80%D0%BD%D0%B5%D0%B2%D1%8B%D0%B5_%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80%D1%8B_DNS

DNS root servers
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DNS root servers

Teeps| Moscow, RU
Operator NASA Ames Research Center

IPv4 192.203.230.10

IPv6 2001:500:a8::e
1

AN 21556 ! I'M WA CHING Y&U...

OAnNHLOBO " =t ‘

@ )KyKOBCKM)‘

n oaon

; N aTO TOXEe BNUdaeT Ha
Ry e OTKa30yCTOU4YNBOCTb

KapTtuHka c https://roskomsvoboda.ora/33839/



https://roskomsvoboda.org/33839/

OINMABJIEHUE
S

2. Round robin DNS



Round robin DNS
e

alfaconf.pro zone:
« alfaconf.pro A 3600 185.143.173.130
« alfaconf.pro A 3600 185.143.173.149
« alfaconf.pro A 3600 185.143.173.151



Round robin DNS demo
e

® o A W N

. Hactponka round-robin 8 DNS-30He

PesonsuHr Bcex xoctos, TTL (dig)
Beibop oaHoro n3 xoctoB (ping)
CucrtemHbIn nokanbHbin kaw MacOS
Chrome & Firefox

OcobeHHOCTH KaLLEN :)



Local DNS resolver caching
-]

DNS-3anmcm KaWwmpyroTcs Ha KNUEHTE U NPOMEXYTOYHbIX DNS-
pesoneepax

COpoc nokanbHoro kawa ansa macOS:
sudo killall -HUP mDNSResponder
sudo killall -INFO mDNSResponder

Java DNS resolving - paboTtaet kak Hago:
InetAddress address = InetAddress.getByName ("alfaconf.pro");



Browser DNS caching
ey

Hactponkn B Chrome
e chrome://net-internals/#dns

HacTtponku B Firefox
 about:config
« network.dnsCache*

He 3abbiBaemM Npo YNCTKY Bpay3epHbIX K3LLEN



Ocob6eHHOocT Round robin DNS
e

[Nlonb3oBaTenb xoauT Ha oauH IP B TeyeHne TTL

Ecnu atoT IP Bbineten, To cepBuc He AOCTYyrneH B TedeHne TTL

HeT nuBanugauumn DNS kawwen :)

HeT rapaHTum pelueHns npobnembl npyu oOHOBMNEHUN KaLLa

9710 B uenom npobriembl DNS (k Geo DNS Toxe oTHOCKUTCA)

RR DNS B uncrtom Buge He gaet availability



NMnowkn RR DNS
.

[lpocToTa

RR DNS + aneptunr + APl y DNS-nposangepa = ~availability

RR DNS + aneptuHr + 6bicTpbint BBO4 IP = ~availability

RR DNS xopow ans macwtabupoBsaHusa Harpy3ku Ha LB

Elastic Load Balancer (ELB - AWS) - ncnonoayet umeHHo RR DNS



RR DNS - ELB
S

TTLy ELB =60 cekyHa Scalability, not Availability

myapp.ap-southeast-1.elb.amazonaws.com

US requests > LB 1
EU requests > LB 2
RU requests > LB 3

EC2 instances

il




When RR DNS is not enough
-]

 round robin is too simple



OINMABJIEHUE
S

3. Geo DNS



GEO DNS

8

o) Frontend)
) p [l

KapTtuHka c https://ruhighload.com/dns+6anancupoBka+


https://ruhighload.com/dns+

GEO DNS resolving

Root server

DNS client 1 |

TLD server
- .com,.ru, .pd, ...

!

DNS recursive resolver
DNS client 2 > | - Google DNS (8.8.8.8)
- Cloudflare DNS (1.1.1.1)

DNS client 3

Authoritative server
- google.com, ya.ru ...

Client IP-address -> nearest root server

https://en.wikipedia.org/wiki/fEDNS _Client_Subnet
https://developers.google.com/speed/public-dns/faq



https://en.wikipedia.org/wiki/EDNS_Client_Subnet
https://developers.google.com/speed/public-dns/faq

When DNS is not enough

Public DNS servers:

« Google 8.8.8.8,8.8.4.4
* Cloudflare 1.1.1.1
 OpenDNS

* root servers

Mbl He moxeM xoauTb K DNS-cepBepy no domain name A



OINMABJIEHUE
S

4. BGP WTF



Internet & BGP

Best path?

Metrics?

O=

It’s too much for

R2

R1

&

simple router!!!

R3

R4

Best path?

Metrics?

R5

Best path?
Metrics?

Google DNS server

> 8.8.8.8

R6

F#@k yeah!



Autonomous systems

Google

B1 || © >|B3 > 8.8.8.8

mi
<
=y 24 N\
‘Ii!!" <<:;;ij <<::;/ <i::::::i/1
j> B4 :> B5

PocTtenekom Level-3

MTC

B2 |[]re




ABTOHOMHAas cucrtema
I

* Habop BHYTPEHHUX N BHELWHUX (border) mapLupyTrn3aTopoB

* Habop IP-ceten (npedomkcon)

* orpaHuyeHa ogHuM Bragesnbuem (administrative management)
* POYTUHI BHYTPU AS - €€ BHYTPEHHEE O€enNo

« poyTuHr mexay AS - BGP

* CBs13aHHble nocpeacTsoM bopaeposB AS - cocean (neighbors)



Autonomous systems

AS4

\
1
1
1
1
1

AS3

AS2




BGP best path

BGP Best Path Selection Algorithm

_.'.x’q'
e 31

i



AS path length

AS4

AS1 >
Path: AS4
—i Path: AS2 :
AS2
Path: AS3 -> AS4 j> AS3




BGP peering
ey

193.1.104.0/20
AS4
AS1 aHoHcbl IP-ceTen

83.10.192.0/22
83.10.196.0/24

AS2
aHoHchbl IP-ceTten
134.10.0.0/23 < > AS3

135.116.8.0/24
84.1.100.0/24



details

ing in

BGP peer

83.0.0.0/24
R9

R8

81.0.0.0/24
Path: AS2 AS1
82.0.0.0/24
Path: AS2

R7

B4

=

B3

82.0.0.0/24
R6

R5

81.0.0.0/24

Path: AS1
83.0.0.0/24
Path: AS3

R4

2

B

—

B1

82.0.0.0/24

Path: AS2

83.0.0.0/24

Path: AS2 AS3
R2




BGP stats
e

~ 65k AS

~ 800k IP-ceTten (npedwukcos)

~ 10k n3amMeHeHn aHOHCOB B Heaernw

http://as2914.net (galaxy)

https://www.cidr-report.org/as2.0/



http://as2914.net/
https://www.cidr-report.org/as2.0/

BGP - 3To npoTtokon gosepus
-]

* Het ayTeHTU(pMKaumm cocepga. PopmarneHo ectb MD5 ;)

 Het dounbrpaumn. Y BGP ecTb punbTpbl U OHU ONUCaHbl, HO UMK
He Nonb3yrTCA, NMOO NONbL3YKTCA HEMPAaBUITBHO.

* O4yeHb NPOCTO YCTAHOBUTbL cOCeaACTBO. HacTponka — napa
CTPOYEK KOHuUra.

 He TpebyroTca npaBa Ha ynpaBrneHune BGP. Hukto He oTOepeTt
npasa 3a HacTponky BGP B negHOM BUAE.

https://habr.com/en/company/oleg-bunin/blog/456582/



https://habr.com/en/company/oleg-bunin/blog/456582/

MoXXHO aHOHCUTb YyXue cetu
-]

* Makuncrtan npotuB YouTube. B 2008 rogy pebsta ns lNakucrtana pewwmnu 3abnokmpoBatb y cebs
YouTube. Caenanu oHM 3TO HACTOSbKO XOPOLLO, YTO 6€3 KOTUKOB OCTanoch nonmupa.

* DV LINK 3axBaTtun npedumkcbl Google, Apple, Facebook, Microsoft. B Tom xe 2017
poccumnckuin npoeanaep DV LINK Hauvan 3a4yem-To aHoHcupoBaTb cetn Google, Apple, Facebook,
Microsoft n HekoTopbIX APYrMX KPYNHbIX UFPOKOB.

* eNet us CLUA 3axBatun npecpukcbl AWS Route53 n MyEtherwallet. B 2018 rogy nposangep
13 Orano unun KTo-To U3 ero KNMeHToB NnpoaHoHcupoBan cetn Amazon Route53 un
Kpuntokowenska MyEtherwallet.

* Kak Verizon n BGP Optimizer yctpounu 6onblon ocdpdnanH. 24.06.2019 Ha HebonbLuyto
KomnaHuio B [eHCcunbBaHUM XnblHYN NOTOK Tpadmka N3 MHOXECTBA MapLUpyTOB, NPOXOOsLLNX
Yyepes KpynHoro nposangepa Verizon (noctpaganu Amazon, Linode, Cloudflare)

https://habr.com/en/company/oleg-bunin/blog/456582/



https://habr.com/en/company/oleg-bunin/blog/456582/

OINMABJIEHUE
S

5. BGP Anycast routing



BGP Anycast
-]

* Ho ecnn aHOHCUTbL CBOU CETU C pasHbIX AS ...

 onydnm BGP Anycast



BGP Anycast




—

Chicken or egg problem solved

| didn’+ realize,
“at the same time”
was an option.

© insert-joke-here.com

delusional dreams.

Anycast BGP:
¢ [OCTaATOYHO MNPOCTO

* HY>XHbl reorpaguyecku
pPa3HeCEHHbIE TOYKMN
NPUCYTCTBUS



OINMABJIEHUE
S

6. Multihome BGP



Multihome BGP

Telecom

Exchange



Multihome BGP
.

He HYXXHbl pa3Hbl€ TOYKN NMPUCYTCTBUA

Hy)KHbI INMNb NOAKITHOYEHNA K PA3HbIM TeﬂeKOM-HpOBaVIﬂepaM

|/|CI'IOJ'Ib3yI'OT NOYTUN BCE KPYIHblE CEPBUCDHI

alfabank.ru To4HO :)



OcobeHHOCTN BGP
e

 Jlerko oTcTpenuTb cedbe HOory 1 Non-nHTEPHETA
« Bo Bpema nepekntoyeHuna best path moryt ObITb NnoTepu

* HyxHbl AS, |IP-ceTun, cBO€E Xeneso, KaHarnbl CBA3U



NMnowxku BGP
.

« MapuwpyTHas nHdpopmaumsa 06HOBAAETCA aCUHXPOHHO, HUKaKUX
K3Len, BpeMsi He4OCTYMHOCTU MUHUMATbHO

« [laeT oTKa3oycTomn4nBocCTb Ha |P-ypoBHe

* N3HavanbHO B BGP 3anoxeHbl BO3MOXXHOCTU M’MOKOro ynpaesneHus
BXOASLWNM Tpadukom (Beca, NpeanoyTeHnd, banaHCcMpoBKa)



OINMABJIEHUE
S

/. Bcakoe pasHoe



BCAKOE PA3SHOE
]

« HTTP redirects, Tvna google.com -> google.ru

* [Oa XBaTUT YxXe



BbiBOAbI

* Henb34a orpaHnyMBaTbCS

— npunoxeHvem / cepsepom /
| . faraueHTpom
G N . [axe AWS / GCE / DO / Azure
‘e He naHaues
* Hy>XHO ncnonb3oBaTb
‘\ npaBunbHble UHCTPYMEHTHI

EIMO MA

HE HY)XOaeTCHA B NnpecraBiieHnn




DNS links

+ https://www.inetdaemon.com/tutorials/internet/dns/operation/hierarchy.shtml
» https://en.wikipedia.org/wiki/List_of DNS_record_types

+ https://www.cloudflare.com/learning/dns/dns-server-types/

» https://en.wikipedia.org/wiki/Root_name_server

* https://root-servers.org/

* https://ruhighload.com/dns+6anaHcupoBska+

* https://en.wikipedia.org/wiki/EDNS Client Subnet

» https://developers.google.com/speed/public-dns/faq


https://www.inetdaemon.com/tutorials/internet/dns/operation/hierarchy.shtml
https://en.wikipedia.org/wiki/List_of_DNS_record_types
https://www.cloudflare.com/learning/dns/dns-server-types/
https://en.wikipedia.org/wiki/Root_name_server
https://root-servers.org/
https://ruhighload.com/dns+%D0%B1%D0%B0%D0%BB%D0%B0%D0%BD%D1%81%D0%B8%D1%80%D0%BE%D0%B2%D0%BA%D0%B0+
https://en.wikipedia.org/wiki/EDNS_Client_Subnet
https://developers.google.com/speed/public-dns/faq

BGP links

» http://as2914.net
» https://www.cidr-report.org/as2.0/
+ https://ru.wikipedia.org/wiki/Anycast

 https://habr.com/en/company/oleg-bunin/blog/456582/

* https://habr.com/ru/company/qgrator/bloq/457446/

* http://noc.runnet.ru/lg/ or http://lg.rinet.ru/ (looking glasses)


http://as2914.net
https://www.cidr-report.org/as2.0/
https://ru.wikipedia.org/wiki/Anycast
https://habr.com/en/company/oleg-bunin/blog/456582/
https://habr.com/ru/company/qrator/blog/457446/
http://noc.runnet.ru/lg/
http://lg.rinet.ru/
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